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ARP-Spoofing 63
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Authentifizierung 45

Backdoor 54, 65
Backups 100
Banking Trojaner 19
Bankverbindungsdaten 11
BDSG-neu 13
Beschlagnahme 165
Bestandsdaten 148
BfDI 172

BfV 171

Bitcoins 93 f.
Bitcoin Wallet 95
BITKOM 8
BKA-Trojaner 87
Black 169

BMIJV 173

BND 173

Body 32, 36
Botnetz 62, 65
BSI171

Bullying 139
Biirger-CERT 173

Cache 119
Callthrough 103
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chip-TAN 58
Cold Stop 106
Computerforensik 163
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Cross Site Scripting 30
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Cyber-Bullying 139
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Cybermobbing 139
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Debitkarte 12,73

DFO 163
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DNS 63

DNS-Spoofing 63
Dokumentation 165
Drive-by-Download 88
Drive-by-Infection 29
Dropzone 40
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Dual Use 78
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Dump 72
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Echtzeit-Trojaner 63
ecoe.V.176
EDKA-App 47
E-Mail-Header 32, 136
Emotet 19, 93
EMVCo 73
EMV-Standard 73
ENISA 170

face-to-face-Mobbing 142
Fake 9, 30, 96, 140
Fake-Accounts 9
Faraday-Packs 169
Fehlerquote 11

filesharing 118

Filmwerke 116
Finanzagent 110, 112
Fingerabdruckscanner 48
Fingerprint 57

FinTS 50

Firewall 14, 20, 23, 41, 100, 138, 157
Flaming 140

Flicker-Code 58
Flugmodus 169

forensische Programme 169
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generated content 1
girogo 12

GIZ 174

Google Pay 47

Hash 159
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HBCI 50

HBCI+-Verfahren 52
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Homebanking 44, 50
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https 157
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Innentéter 7
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LKA 172
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Mitmach-Web 1
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Mobile-Payment 47
Moneygram 111
mTAN 46, 52
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NCS 174
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NEG 175

NFC 12, 61
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NIFIS e.V. 176

Onlinebanking 43
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Passwort-Manager 157
Passwortsicherheit 154
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paydirekt 47

PayPal 36, 38 f.
PayPass 12

Paysafe 89

payWave 12
Peer-to-Peer-Netzwerk 118, 129
Pharming 63

Phishing 26
photoTAN 59
Phreaker 17
phreaking 26
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Plug-in 119
polymorpher Virus 93
Portierung 55
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postmortale Forensik 163
Priceless Specials 11
Privatkopie 116, 118
Programmdateien 15

PSD2 45,52
Push-TAN 57
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QR-Code 59, 61
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Quellcode 39 f.
Quick-Response-Code-TAN 60

Rainbow-Table 160
Ransomware 29, 87, 89, 91 f., 97
RFID 12, 48

Router-Hacking 103

Routing 35

RSA 46

RYUK 19

Salt 162

Scareware 87
Schopfungshohe 116
Schreibschutz 165
Schulprivilegien 117
Schwachstellen 11, 73, 88
SECODER-Standard 51
Security-Token 46
SEPA 74

Sexpressung 94
ShowMyPC 20
Sicherheitsupdates 15, 44
Sicherstellung 165
Sicherungskopie 116
SIM-Swapping 55
Skimmer 72

Skimming 72
sm@rt-TAN 58
SMS-TAN 52

social community 30
social engineering 11, 17, 19, 24 {.
social hacking 11, 17
Sperrnotrufnummer 41, 86
Sprachwerke 116
SpyEye 54
SQL-Injection 159
Stalking 140
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Storerhaftung 143
Streaming 119
Subdomain 39
Symbian 169

TAN 46

TAN 52
Tauschborse 118
Teamviewer 20
Telefonanlagen-Hacking 103
Terminierung 105
TF-CSIRT 170
TI171
Time-Stamps 166
Tippverhalten 48
Token 46
Toolkits 10
Trickbot 19, 93

Ukash 10, 87, 89,92, 111
Urheberrecht 116

URL 100

UWG 4,21

Verkehrsdaten 148
Vervielfiltigung 117
Video-Ident-Betrug 111
Video-Ident-Verfahren 111

Warenagent 110, 113
Web2.01

Western Union 111
White Plastic 72
Whois-Abfrage 136
WLAN-Hotspot 25
WLAN-Router 15
Writeblocker 165

Zeitstempel 165

ZeuS 53

zip-Trojaner 87, 89

ZITiS 175

Zusatzprotokoll 5

Zwei-Faktor-Authentifizierung 45

Zwei-Faktoren-Authentifizierung
49

Zweite Zahlungsdiensterichtlinie
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Virenscanner 20, 23, 42, 68, 87, 138
Virensoftware 14, 16, 54, 59, 157
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